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The problem:

● Multiple parties want to send and receive messages over a network.
● These parties follow rules defined by a protocol.
● We want to prove that the protocol is secure according to some definitions.
● Specifically, we look at the problem of key exchange, the establishment of a 

shared key over an unsecured channel.



Block Ciphers (AES)

Schemes (AEAD)

Protocols (QUIC)



Formal Verification

There are many existing tools for the verification of cryptographic protocols:

● Proverif
● AKISS
● DeepSec
● AVISPA
● Scyther
● SPEC
● Verifpal
● Tamarin 
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Tamarin Prover

Tamarin is becoming a popular tool - it’s been used to verify TLS 1.3, and EMV 
(“Europay, Mastercard, and Visa”) payment protocol, among other things. 

It exists more on the completeness side of the spectrum. It allows the user to assist 
in the process by “guiding” the proof.



Overview

Protocol
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Security properties (Security model)

Tamarin’s output
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Tamarin Prover is a model checker that works like a 
constraint solver

What is a model checker?

● A tool that checks whether a model of a system meets a set of specifications

What is a constraint solver?

● A tool that solves constraint satisfaction problems.
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Protocol Modeling: Facts
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Protocol Modeling: Action Facts



Protocol Modeling: Lemmas



Four Internal Structures

● State
● Trace
● Public Channel
● Known Variables



Protocol Modeling: Rules



Protocol Modeling: Rules
State:

Trace:Public Channel: Known Variables:



Protocol Modeling: Rules State:
{
Fact(A.1)
}

Trace:
Create()

Public Channel: Known Variables:



Protocol Modeling: Rules State:
{
Fact(A.1)
New_Fact(C.1)
}

Trace:
Create()
Consume()

Public Channel:
<’message’,C>

Known Variables:
{
‘message’
C.1
}



State:
{
New_Fact(C.1)
}

Protocol Modeling: Rules

Trace:
Create(),
Consume(),
Delete(X.1),

Public Channel:
<’message’,C>

Known Variables:
{
‘message’
C.1
}
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A Minimal Example: Flaw



State:
{
Fact(A.2)
Fact(A.3)
Fact(A.4)
Fact(A.5)
...
}

Protocol Modeling: Rules

Trace:
Create(),
Consume(),
Delete(X.1),
Create(),
Create(),
Create(),
Create()...

Known Variables:
{
‘message’
C.1
}

Public Channel:
<’message’,C>



A Minimal Example: Restriction



Sorts

● !F denotes that F is a persistent fact.
● ~x denotes that x is fresh.
● #i denotes that i is temporal variable 

(within a lemma)
● m denotes that m is a message
● ‘c’ denotes that c is a public 

constant.
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Settings in Cryptography

● Symmetric
○ Single shared key
○ Not computationally expensive

● Asymmetric
○ Key pair - public and private
○ Computationally expensive



Why Key Exchange?

Key exchange allows parties to securely agree on a shared key to be used in the  
symmetric setting.



Diffie-Hellman Key Exchange
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QUIC

● Transport layer
● Built on UDP, not TCP
● 0-RTT connection establishment in some cases



SQUIC 0-RTT



QUIC Model: Rules
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QUIC Model: Rules



QUIC Model: Lemmas



QUIC Model: Lemmas



Takeaways

● Exploration of key exchange and formal verification of cryptographic protocols
● Introduction of Tamarin Prover
● Minimal example of protocol specification in Tamarin
● Cryptography concepts to build up to QUIC analysis
● Model Diffie-Hellman with Tamarin Prover
● Modeled SQUIC, a simplified version of QUIC
● Proved in Tamarin that SQUIC has desirable liveness and security properties
● Demonstrated the practical utility of Tamarin for key exchange


